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ABSTRACT

Reliability is a crucial aspect for the successful deployment of deep learning systems
across various domains. In generative modeling, it is essential to create content
that adheres to specific rules. In the field of control, ensuring that robots operate
safely without falling or entering hazardous areas is paramount. Similarly, in visual
perception, the robustness of perception results against perturbations are vital.

In this thesis, we explore the reliability of inference dynamics in deep neural net-
works such as ResNet, neural Ordinary Differential Equations (ODEs), and diffusion
models. We begin by examining the inference dynamics in standard networks with
a discrete sequence of hidden layers, applying self-consistency and local Lipschitz
bounds to enhance robustness against input perturbations. Our exploration then
extends to neural ODEs, where the neural network specifies a vector field that con-
tinuously transforms the state. We employ forward invariance to achieve robustness,
marking the first instance of training neural ODE policies with non-vacuous certified
guarantees. The focus shifts next to diffusion models and their inference processes,
particularly in adhering to symbolic constraints. For this, we introduce a novel
sampling algorithm inspired by stochastic control principles. This algorithm not
only guides these models in generating rule-specific content but also sets a new
benchmark in symbolic music generation. Our work offers a cohesive understand-
ing of inference dynamics in various deep learning architectures and propose new
algorithms to significantly improve their reliability.
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C h a p t e r 1

INTRODUCTION

1.1 The Reliability Issue in Deep Learning

Deep neural networks have been widely applied in many real-world problems.

Their pro�ciency in learning intricate patterns and executing complex predictions or

decisions is remarkable. Yet, a persistent concern remains their reliability.

In this thesis, we explore the reliability issue within three distinct domains: generative

modeling, control, and visual perception.

Generative Modeling. Diffusion models, while powerful, sometimes generate

images that deviate from speci�c text prompts, particularly in adhering to rule-based

speci�cations such as binding attributes to objects (Liu et al., 2023). In this scenario,

reliability is being consistent with the rules used to guide the diffusion. This thesis

introduces novel algorithms designed to steer diffusion models towards generating

content that complies with these rule speci�cations in a �exible, plug-and-play

manner.

Control. In control systems, reliability means the ability of controllers to maintain

safety guarantees under perturbations. For instance, ensuring a Segway robot remains

upright on uneven terrain, or a drone maintains steady �ight in turbulent winds.

Although the �eld of robust control (Zhou and Doyle, 1998) have succeeded in

designing controllers that are provably robust even under the worst conditions, the

resulting policies tend to be often linear, constraining their effectiveness. Our work

proposes innovative methods for training nonlinear control policies parameterized

by neural networks, with veri�able robustness guarantees.

Visual Perception.Despite the signi�cant achievements of deep neural networks in

visual perception, they are known to be vulnerable to adversarial attacks (Szegedy

et al., 2014). For example, imperceptible alterations to an image can mislead a

model into incorrect classi�cations. Reliability in this sense means that the visual

perception system still makes correct predictions under input perturbations. This

thesis presents strategies to bolster the adversarial robustness of image classi�ers,

both empirically and through provable methods.

To enhance the reliability of deep learning systems, a fundamental understanding
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of the inherent unreliability of neural networks is essential. This is challenging

because neural networks are comprised of layers of highly over-parameterized

neurons. This over-parameterization contributes to the complexity of the networks,

making it particularly challenging to dissect and understand the behaviors of such

high-dimensional computational systems.

This thesis aims to deepen our understanding and enhance the reliability of deep

learning systems through the lens ofinference dynamics. We will delve into the

inference dynamics of several prominent deep learning models in the following

section, seeking breakthroughs to improve reliability through innovative learning

and inference algorithms.

1.2 Inference Dynamics of Deep Learning Systems

In this section, we examine the inference dynamics of three prominent deep learning

models: feedforward neural networks, neural ordinary differential equations (neural

ODEs), and diffusion models.

Feedforward Neural Networks. Feedforward neural networks are foundational

building blocks of deep learning systems. In a feedforward neural network, the

information always �ow in one direction from input to the output. Due to this one-

way �ow, these networks lack the ability to revise outputs post-generation, posing

a challenge in cases of erroneous predictions. In Chapter 2, we introduce novel

algorithms to that empower these networks to re�ne predictions during testing time.

Figure 1.1 shows the composite layers of feedforward deep neural networks.

More formally, considering� n 2 Rd as the hidden states of layern, the states of the

subsequent layer are determined through:

� n = f (� n� 1; � n ) (1.1)

wheren ranges from1 to N , and� n represents the model parameters at layern. A

fundamental architecture in deep neural networks is the residual network (He et al.,

2016), which incorporates skip connections between layers to facilitate network

optimization. The update rule in residual neural networks is:

� n = � n� 1 + f (� n� 1; � n ) (1.2)

While this sequence of transformations (f ) endows the feedforward network with

the capability to approximate complex functions, it can also amplify input noise.

This ampli�cation can transform minor noise into signi�cant errors in output. This
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Figure 1.1:Deep Learning Architectures.(a) Composite layers in a deep neural
network.x; y are the input and output respectively.f stands for per-layer functions,
and� stands for the hidden states. (b) Illustration of a ResNet architecture. There
are skipping connections between layers.

ampli�cation can transform minor noise in input into signi�cant errors in output. In

Chapter 3, we propose ef�cient bounds to mitigate noise ampli�cation at each layer,

thereby offering certi�ed robustness guarantees for the network.

Neural ODEs. In contrast to the discrete layer structure of feedforward networks,

neural ODEs model the continuous dynamics of hidden states using ordinary differ-

ential equations. The output is derived as the numerical solution of the ODE, starting

from an initial condition to a terminal timeT. The derivative of the hidden states is

formally expressed as:
d� t

dt
= f (� t ; t; � ) (1.3)

with � T being the solution to the ODE given the initial condition� 0.

Neural ODEs are particularly useful in applications involving continuous dynamics,

such as generative modeling (Chen et al., 2018), time series analysis (Rubanova

et al., 2019), and control (Böttcher and Asikis, 2022). They also provide a novel lens

to understand the inference dynamics of residual networks (He et al., 2016), viewed

as an Euler discretization of a continuous transformation (Lu et al., 2018).

The continuous nature of neural ODEs enables incorporating control-theoretic con-

cepts such as forward invariance to boost their reliability. Forward invariance

guarantees that NODE trajectories never leave a speci�ed set, which can be trans-

lated into various robust safety guarantees. In Chapter 4, we introduce a general

framework for training certi�ably robust forward invariant neural ODEs.
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Diffusion Models. Diffusion models, as detailed in key works (Sohl-Dickstein

et al., 2015; Ho et al., 2020), represent a powerful class of generative models

that create data by reversing a diffusion process. A continuous perspective of this

process is provided by the use of stochastic differential equations (SDEs) to describe

both the forward diffusion and its reverse-time counterpart (Song et al., 2021).

This reverse-time SDE relies on a neural network approximated score function,

with sample generation achieved through numerical SDE solvers. Formally, the

generative process is de�ned as:

d� t = f (� t ; t; s� )dt + g(t)d �w (1.4)

wheredt is an in�nitesimal negative time step and�w is a standard reverse-time

Wiener process.f represents the transformation leveraging the neural network-

parameterized score functions� .

In Chapter 5, we study how to guide the generative process of diffusion models

to conform to rule speci�cations via stochastic control. This involves integrating

the optimal controlu t into the drift term of the SDE, resulting inf (� t; t; s � ; u t ).

Solving this modi�ed SDE facilitates the production of samples that adhere to

prede�ned rules.

Visualizing the Hidden States. Figure 1.2 presents a visualization of the one-

dimensional hidden states corresponding to the inference dynamics previously dis-

cussed. In the case of ResNet, the x-axis represents the number of layers, and the

updates are de�ned only at discrete layers. For neural ODEs, the x-axis denotes

time, with the trajectory being obtained by integrating an ODE over this temporal

dimension. In the context of neural SDEs (the function class of diffusion models),

the trajectory is in�uenced at each step by a diffusion term, adding noise to the

process.

Figure 1.2: Visual representation of the one-dimensional hidden states for
ResNet, neural ODE, and neural SDE.
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1.3 Thesis Structure and Contributions

This thesis delves into the inference dynamics of deep learning systems, showcasing

enhanced reliability across several applications such as generative modeling, control,

and image classi�cation.

Chapter 2 & Chapter 3 – Enhancing Neural Network Robustness

Chapters 2 and 3 are dedicated to improving the adversarial robustness of standard

neural networks. In Chapter 2, we present a novel approach, Convolutional Neural

Networks with Feedback (CNN-F). This method integrates generative feedback

with latent variables into existing feedforward architectures, enabling consistent

predictions through iterative maximum a posteriori inference. CNN-F demonstrates

signi�cantly enhanced empirical adversarial robustness compared to traditional

feedforward CNNs.

Chapter 3 shifts focus to providing neural networks with a certi�ed robustness

guarantee. We introduce a trainable and ef�cient local Lipschitz upper bound,

factoring in the interactions between activation functions (like ReLU) and weight

matrices. This approach consistently surpasses current leading methods in terms of

both clean and certi�ed accuracy on established benchmarks.

Chapter 4 – Control-Theoretic Tools in Neural ODEs

In Chapter 4, we explore the application of control theory in neural ODEs (NODEs)

to establish robust safety guarantees. Our interest centers on a control theory concept

known as forward invariance, used to ensure a dynamical system remains within a

certain state set inde�nitely, even under perturbations. This chapter demonstrates

certi�ed robustness in both nonlinear Neural ODE control and image classi�cation,

marking a step towards certifying complex NODEs across various domains.

Chapter 5 – Guiding Diffusion Models with Symbolic Constraints

Chapter 5 addresses the challenge of directing diffusion models to produce content

that adheres to speci�c symbolic constraints. In �elds like symbolic music generation,

creating rules that de�ne desired output characteristics (such as note density or chord

progressions) is relatively straightforward. However, incorporating these rules during

the training phase presents substantial computational hurdles. Recognizing the need

for a more ef�cient approach, we introduce Stochastic Control Guidance (SCG), a

novel method offering plug-and-play guidance for non-differentiable rules. This

represents the �rst instance of such an approach being successfully applied.
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C h a p t e r 2

INTRODUCING RECURRENT GENERATIVE FEEDBACK TO
FEEDFORWARD NEURAL NETWORKS

Yujia Huang, James Gornet, Sihui Dai, Zhiding Yu, Tan Nguyen, Doris Tsao, and
Anima Anandkumar (2020). “Neural Networks with Recurrent Generative Feed-
back”. In:Advances in Neural Information Processing Systems33, pp. 535–545.
URL: https://proceedings.neurips.cc/paper_files/paper/
2020/file/0660895c22f8a14eb039bfb9beb0778f-Paper.pdf .

2.1 Introduction

Conventional deep neural networks (DNNs) often contain many layers of feedfor-

ward connections. With the ever-growing network capacities and representation

abilities, they have achieved great success. For example, recent convolutional neural

networks (CNNs) have impressive accuracy on large scale image classi�cation bench-

marks (Szegedy et al., 2016). However, current CNN models also have signi�cant

limitations. For instance, they can suffer signi�cant performance drop from corrup-

tions which barely in�uence human recognition (Dodge and Karam, 2017). Studies

also show that CNNs can be misled by imperceptible noise known as adversarial

attacks (Szegedy et al., 2014).

To address the weaknesses of CNNs, we can take inspiration from of how human

visual recognition works, and incorporate certain mechanisms into the CNN design.

Figure 2.1:An intuitive illustration of recurrent generative feedback in human
visual perception system.
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While human visual cortex has hierarchical feedforward connections, backward

connections from higher level to lower level cortical areas are something that current

arti�cial networks are lacking (Felleman and Essen, 1991). Studies suggest these

backward connections carry out top-down processing which improves the represen-

tation of sensory input (Kok et al., 2012). In addition, evidence suggests recurrent

feedback in the human visual cortex is crucial for robust object recognition. For

example, humans require recurrent feedback to recognize challenging images (Kar

et al., 2019). Obfuscated images can fool humans without recurrent feedback (El-

sayed et al., 2018). Figure 2.1 shows an intuitive example of recovering a sharpened

cat from a blurry cat and achieving consistent predictions after several iterations.

Computational neuroscientists speculate that Bayesian inference models human

perception (Knill and Richards, 1996). One speci�c formulation of predictive coding

assumes Gaussian distributions on all variables and performs hierarchical Bayesian

inference using recurrent, generative feedback pathways (Rao and Ballard, 1999).

The feedback pathways encode predictions of lower level inputs, and the residual

errors are used recurrently to update the predictions. In this paper, we extend the

principle of predictive coding to explicitly incorporate Bayesian inference in neural

networks via generative feedback connections. Speci�cally, we adopt a recently

proposed model, named the Deconvolutional Generative Model (DGM) (Nguyen

et al., 2018), as the generative feedback. The DGM introduces hierarchical latent

variables to capture variation in images, and generates images from a coarse to �ne

detail using deconvolutional operations.

Our contributions are as follows:

Self-consistency.We introduce generative feedback to neural networks and propose

the self-consistency formulation for robust perception. Our internal model of the

world reaches a self-consistent representation of an external stimulus. Intuitively,

self-consistency says that given any two elements of label, image and auxillary

information, we should be able to infer the other one. Mathematically, we use a

generative model to describe the joint distribution of labels, latent variables and

input image features. If the MAP estimate of each one of them are consistent with

the other two, we call a label, a set of latent variables and image features to be

self-consistent (Figure 2.4).

CNN with Feedback (CNN-F).We incorporate generative recurrent feedback mod-

eled by the DGM into CNN and term this model as CNN-F. We show that Bayesian

inference in the DGM is achieved by CNN with adaptive nonlinear operators (Figure
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2.2). We impose self-consistency in the CNN-F by iterative inference and online

update. Computationally, this process is done by propagating along the feedforward

and feedback pathways in the CNN-F iteratively (Figure 2.3).

Adversarial Robustness.We show that the recurrent generative feedback in CNN-F

promotes robustness and visualizes the behavior of CNN-F over iterations. We �nd

that more iterations are needed to reach self-consistent prediction for images with

larger perturbation, indicating that recurrent feedback is crucial for recognizing

challenging images. When combined with adversarial training, CNN-F further

improves adversarial robustness of CNN on both Fashion-MNIST and CIFAR-10

datasets. Code is available athttps://github.com/yjhuangcd/CNNF .

2.2 Self-Consistency and Recurrent Generative Feedback

In this section, we �rst formally de�ne self-consistency. Then we give a speci�c

form of generative feedback in CNN and impose self-consistency on it. We term

this model as CNN-F. Finally we show the training and testing procedure in CNN-F.

Throughout, we use the following notations:

Let x 2 Rn be the input of a network andy 2 RK be the output. In image

classi�cation,x is image andy = ( y(1) ; : : : ; y(K )) is one-hot encoded label.K is

the total number of classes.K is usually much less thann. We useL to denote

the total number of network layers, and index the input layer to the feedforward

network as layer0. Let h 2 Rm be encoded feature ofx at layerk of the feedforward

pathway. Feedforward pathway computes feature mapf (`) from layer0 to layer

Figure 2.2:Inference in CNN-F. Left: CNN, Graphical model for the DGM
and the inference network for the DGM. We use the DGM to as the generative
model for the joint distribution of image featuresh, labelsy and latent variablesz.
MAP inference forh, y andz is denoted in red, green and blue, respectively.f and
g denotes feedforward features and feedback features, respectively.Right: CNN
with feedback (CNN-F). CNN-F performs alternating MAP inference via recurrent
feedforward and feedback pathways to enforce self-consistency.
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Figure 2.3:Feedforward and feedback pathway in CNN-F.a) ŷ andẑ are com-
puted by the feedforward pathway andĥ is computed from the feedback pathway. b)
Illustration of the AdaReLU operator. c) Illustration of the AdaPool operator.

L , and feedback pathway generatesg(`) from layerL to k. g(`) andf (`) have the

same dimensions. To generateh from y, we introduce latent variables for each layer

of CNN. Letz(`) 2 RC� H � W be latent variables at layer`, whereC; H; W are the

number of channels, height and width for the corresponding feature map. Finally,

p(h; y; z; � ) denotes the joint distribution parameterized by� , where� includes the

weightW and bias termbof convolution and fully connected layers. We useĥ, ŷ

andẑ to denote the MAP estimates ofh; y; z conditioning on the other two variables.

Figure 2.4:Self-consistency amonĝh; ẑ; ŷ and consistency between̂h and h.
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Generative Feedback and Self-consistency

Human brain and neural networks are similar in having a hierarchical structure. In

human visual perception, external stimuli are �rst preprocessed by lateral geniculate

nucleus (LGN) and then sent to be processed by V1, V2, V4 and Inferior Temporal

(IT) cortex in the ventral cortical visual system. Conventional NN use feedforward

layers to model this process and learn a one-direction mapping from input to output.

However, numerous studies suggest that in addition to the feedforward connections

from V1 to IT, there are feedback connections among these cortical areas (Felleman

and Essen, 1991).

Inspired by the Bayesian brain hypothesis and the predictive coding theory, we

propose to add generative feedback connections to NN. Sinceh is usually of much

higher dimension thany, we introduce latent variablesz to account for the infor-

mation loss in the feedforward process. We then propose to model the feedback

connections as MAP estimation from an internal generative model that describes

the joint distribution ofh; z andy. Furthermore, we realize recurrent feedback by

imposing self-consistency (De�nition 2.2.1).

De�nition 2.2.1. (Self-consistency) Given a joint distributionp(h; y; z; � ) parame-

terized by� , (ĥ; ŷ; ẑ) are self-consistent if they satisfy the following constraints:

ŷ = arg max
y

p(yjĥ; ẑ); ĥ = arg max
h

p(hjŷ; ẑ); ẑ = arg max
z

p(zjĥ; ŷ):

(2.1)

In words, self-consistency means that MAP estimates from an internal generative

model are consistent with each other. In addition to self-consistency, we also impose

the consistency constraint betweenĥ and the external input features (Figure 2.4).

We hypothesize that foreasyimages (familiar images to human, clean images in the

training dataset for NN), thêy from the �rst feedforward pass should automatically

satisfy the self-consistent constraints. Therefore, feedback need not be triggered.

Forchallengingimages (unfamiliar images to human, unseen perturbed images for

NN), recurrent feedback is needed to obtain self-consistent(ĥ; ŷ; ẑ) and to matcĥh

with h. Such recurrence resembles the dynamics in neural circuits (Kietzmann et al.,

2019) and the extra effort to process challenging images (Kar et al., 2019).

Generative Feedback in CNN-F

CNN have been used to model the hierarchical structure of human retinatopic

�elds (Eickenberg et al., 2017; Horikawa and Kamitani, 2017), and have achieved
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state-of-the-art performance in image classi�cation. Therefore, we introduce gen-

erative feedback to CNN and impose self-consistency on it. We term the resulting

model as CNN-F.

We choose to use the DGM (Nguyen et al., 2018) as generative feedback in the

CNN-F. The DGM introduces hierarchical binary latent variables and generates

images from coarse to �ne details. The generation process in the DGM is shown in

Figure 2.3 (a). First,y is sampled from the label distribution. Then each entry of

z(`) is sampled from a Bernoulli distribution parameterized byg(`) and a bias term

b(`). g(`) andz(`) are then used to generate the layer below:

g(` � 1) = W(� | )(`)(z(`) � g(`)) : (2.2)

In this paper, we assumep(y) to be uniform, which is realistic under the balanced

label scenario. We assume thath follows Gaussian distribution centered atg(k) with

standard deviation� .

Recurrence in CNN-F

In this section, we show that self-consistent(ĥ; ŷ; ẑ) in the DGM can be obtained

via alternately propagating along feedforward and feedback pathway in CNN-F.

Feedforward and Feedback Pathway in CNN-F. The feedback pathway in CNN-

F takes the same form as the generation process in the DGM (Equation (2.2)). The

feedforward pathway in CNN-F takes the same form as CNN except for the nonlinear

operators. In conventional CNN, nonlinear operators are� ReLU(f ) = max( f; 0) and

� MaxPool(f ) = max r � r f , wherer is the dimension of the pooling region in the

feature map (typically equals to2 or 3). In contrast, we use� AdaReLU (Equation 2.3)

and� AdaPool (Equation 2.4) given in in the feedforward pathway of CNN-F. These

operators adaptively choose how to activate the feedforward feature map based on

the sign of the feedback feature map. The feedforward pathway computesf (`) using

the recursionf (`) = W(`) � � (f (` � 1))g + b(`) 1.

� AdaReLU(f ) =

8
<

:
� ReLU(f ); if g � 0

� ReLU(� f ); if g < 0
(2.3)

� AdaPool(f ) =

8
<

:
� MaxPool(f ); if g � 0

� � MaxPool(� f ); if g < 0
(2.4)

1� takes the form of� AdaPoolor � AdaReLU.
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MAP inference in the DGM. Given a joint distribution ofh; y; z modeled by

the DGM, we aim to show that we can make predictions using a CNN architecture

following the Bayes rule (Theorem 2.2.1). To see this, �rst recall that generative

classi�ers learn a joint distributionp(x; y) of input datax and their labelsy, and

make predictions by computingp(yjx) using the Bayes rule. A well known example

is the Gaussian Naive Bayes model (GNB). The GNB modelsp(x; y) by p(y)p(xjy),

wherey is Boolean variable following a Bernoulli distribution andp(xjy) follows

Gaussian distribution. It can be shown thatp(yjx) computed from GNB has the

same parametric form as logistic regression.

Assumption 2.2.1.(Constancy assumption in the DGM).

A. The generated imageg(k) at layerk of DGM satis�esjjg(k)jj 2
2 = const.

B. Prior distribution on the label is a uniform distribution:p(y) = const.

C. Normalization factor inp(zjy) for each category is constant:
P

z e� (y;z) =

const.

Remark. To meet Assumption 2.2.1.A, we can normalizeg(k) for all k. This

results in a form similar to the instance normalization that is widely used in image

stylization (Ulyanov et al., 2016). See Appendix A.1 for more detailed discussion.

Assumption 2.2.1.B assumes that the label distribution is balanced.� in Assumption

2.2.1.C is used to parameterizep(zjy). See Appendix A.1 for the detailed form.

Theorem 2.2.1.Under Assumption 2.2.1 and given a joint distributionp(h; y; z)

modeled by the DGM,p(yjh; z) has the same parametric form as a CNN with

� AdaReLU and� AdaPool.

Proof. Please refer to Appendix A.1.

Remark. Theorem 2.2.1 says that DGM and CNN is a generative-discriminative

pair in analogy to GNB and logistic regression.

We also �nd the form of MAP inference for image featureĥ and latent variableŝz in

the DGM. Speci�cally, we usezR andzP to denote latent variables that are at a layer

followed byAdaReLU andAdaPool, respectively.1(�) denotes indicator function.

Proposition 2.2.1(MAP inference in the DGM). Under Assumption 2.2.1, the

following hold:

A. Let h be the feature at layerk, thenĥ = g(k).
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B. MAP estimate ofz(`) conditioned onh; y andf z(j )gj 6= ` in the DGM is:

ẑR(`) = 1(� AdaReLU(f (`)) � 0) (2.5)

ẑP (`) = 1(g(`) � 0) � arg max
r � r

(f (`))

+ 1(g(`) < 0) � arg min
r � r

(f (`)) : (2.6)

Proof. For part A, we havêh = arg maxh p(hjŷ; ẑ) = arg maxh p(hjg(k)) = g(k).

The second equality is obtained becauseg(k) is a deterministic function of̂y andẑ.

The third equality is obtained becauseh � N (g(k); diag(� 2)) . For part B, please

refer to Appendix A.1.

Remark. Proposition 2.2.1.A show thatĥ is the output of the generative feedback

in the CNN-F. Proposition 2.2.1.B says thatẑR = 1 if the sign of the feedforward

feature map matches with that of the feedback feature map.ẑP = 1 at locations that

satisfy one of these two requirements: 1) the value in the feedback feature map is

non-negative and it is the maximum value within the local pooling region or 2) the

value in the feedback feature map is negative and it is the minimum value within

the local pooling region. Using Proposition 2.2.1.B, we approximatef ẑ(`)g`=1: L by

greedily �nding the MAP estimate of̂z(`) conditioning on all other layers.

Iterative inference and online update in CNN-F. We �nd self-consistent(ĥ; ŷ; ẑ)

by iterative inference and online update (Algorithm 1). In the initialization step,

imagex is �rst encoded toh by k convolutional layers. Thenh passes through

a standard CNN, and latent variables are initialized with conventional� ReLU and

� MaxPool. The feedback generative network then usesŷ0 andf ẑ0(`)g`= k:L to gen-

erate intermediate featuresf g0(`)g`= k:L , where the subscript denotes the number

of iterations. In practice, we use logits instead of one-hot encoded label in the

generative feedback to maintain uncertainty in each category. We useg0(k) as the

input features for the �rst iteration. Starting from this iteration, we use� AdaReLU

and� AdaPool instead of� ReLU and and� MaxPool in the feedforward pathway to infer̂z

(Equation (2.5) and (2.6)). In practice, we �nd that instead of greedily replacing the

input with generated features and starting a new inference iteration, online update

eases the training and gives better robustness performance. The online update rule

of CNN-F can be written as:

ĥt+1  ĥt + � (gt+1 (k) � ĥt ) (2.7)

f t+1 (`)  f t+1 (`) + � (gt (`) � f t+1 (`)) ; ` = k; : : : ; L (2.8)
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where� is the step size. Greedily replacement is a special case for the online update

rule when� = 1.

Algorithm 1 Iterative inference and online update in CNN-F

Require: Input imagex, number of encoding layersk, maximum number of itera-
tionsN

1: Encode imagex to h0 with k convolutional layers
2: Initialize f ẑ(`)g`= k:L by � ReLU and� MaxPool in the standard CNN
3: while t < N do
4: Feedback pathway: generategt (k) usingŷt andẑt (`), ` = k; : : : ; L
5: Feedforward pathway:
6: Useĥt+1 as the input (Equation (2.7))
7: Update each feedforward layer using Equation (2.8)
8: Predictŷt+1 using the updated feedforward layers
9: end while

10: return ĥN ; ŷN ; ẑN

Training the CNN-F

During training, we have three goals: 1) train a generative model to model the data

distribution, 2) train a generative classi�er, and 3) enforce self-consistency in the

model. We �rst approximate self-consistent(ĥ; ŷ; ẑ) and then update model parame-

ters based on the losses listed in Table 2.1. All losses are computed for every iteration.

Minimizing the reconstruction loss increases data likelihood given current estimates

of label and latent variableslogp(hjŷt ; ẑt ) and enforces consistency betweenĥt and

h. Minimizing the cross-entropy loss helps with the classi�cation goal. In addition

to reconstruction loss at the input layer, we also add reconstruction loss between

intermediate feedback and feedforward feature maps. These intermediate losses

helps stabilizing the gradients when training an iterative model like the CNN-F.

Table 2.1: Training losses in the CNN-F.

Form Purpose

Cross-entropy loss logp(y j ĥt ; ẑt ; � ) classi�cation
Reconstruction loss logp(h j ŷt ; ẑt ; � ) = jjh � ĥjj2

2: generation, self-consistency
Intermediate reconstruction loss jj f 0(`) � gt (`)jj2

2 stabilizing training

2.3 Experiment

Generative Feedback Promotes Robustness

As a sanity check, we train a CNN-F model with two convolution layers and one

fully-connected layer on clean Fashion-MNIST images. We expect that CNN-F
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reconstructs the perturbed inputs to their clean version and makes self-consistent pre-

dictions. To this end, we verify the hypothesis by evaluating adversarial robustness

of CNN-F and visualizing the restored images over iterations.

Adversarial Robustness. Since CNN-F is an iterative model, we consider two

attack methods: attacking the �rst or last output from the feedforward streams.

We use “�rst” and “e2e” (short for end-to-end) to refer to the above two attack

approaches, respectively. Due to the approximation of non-differentiable activation

operators and the depth of the unrolled CNN-F, end-to-end attack is weaker than �rst

attack (Appendix A.2). We report the adversarial accuracy against the stronger attack

in Figure 2.5. We use the Fast Gradient Sign Attack Method (FGSM) (Goodfellow et

al., 2015) Projected Gradient Descent (PGD) method to attack. For PGD attack, we

generate adversarial samples withinL1 -norm constraint, and denote the maximum

L1 -norm between adversarial images and clean images as� .

Figure 2.5 (a, b) shows that the CNN-F improves adversarial robustness of a CNN on

Fashion-MNIST without access to adversarial images during training. The error bar

shows standard deviation of 5 runs. Figure 2.5 (c) shows that training a CNN-F with

more iterations improves robustness. Figure 2.5 (d) shows that the predictions are

corrected over iterations during testing time for a CNN-F trained with 5 iterations.

Furthermore, we see larger improvements for higher� . This indicates that recurrent

feedback is crucial for recognizing challenging images.

Figure 2.5:Adversarial robustness of CNN-F with standard training on Fashion-
MNIST. CNN-F-k stands for CNN-F trained withk iterations. a) Attack with FGSM.
b) Attack with PGD using 40 steps. c) Train with different number of iterations.
Attack with PGD-40. d) Evaluate a trained CNN-F-5 model with various number of
iterations against PGD-40 attack.

Image Restoration. Given that CNN-F models are robust to adversarial attacks,

we examine the models' mechanism for robustness by visualizing how the generative

feedback moves a perturbed image over iterations. We select a validation image

from Fashion-MNIST. Using the image's two largest principal components, a two-

dimensional hyperplane� R28� 28 intersects the image with the image at the center.
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Vector arrows visualize the generative feedback's movement on the hyperplane's

position. In Figure 2.6 (a), we �nd that generative feedback perturbs samples

across decision boundaries toward the validation image. This demonstrates that the

CNN-F's generative feedback can restore perturbed images to their uncorrupted

objects.

Figure 2.6:The generative feedback in CNN-F models restores perturbed im-
ages.a) The decision cell cross-sections for a CNN-F trained on Fashion-MNIST.
Arrows visualize the feedback direction on the cross-section. b) Fashion-MNIST
classi�cation accuracy on PGD adversarial examples; Grad-CAM activations visu-
alize the CNN-F model's attention from incorrect (iter. 1) to correct predictions
(iter. 2). c) Grad-CAM activations across different feedback iterations in the CNN-F.
d) From left to right: clean images, corrupted images, and images restored by the
CNN-F's feedback.

We further explore this principle with regard to adversarial examples. The CNN-

F model can correct initially wrong predictions. Figure 2.6 (b) uses Grad-CAM

activations to visualize the network's attention from an incorrect prediction to a

correct prediction on PGD-40 adversarial samples (Selvaraju et al., 2017). To correct

predictions, the CNN-F model does not initially focus on speci�c features. Rather, it

either identi�es the entire object or the entire image. With generative feedback, the

CNN-F begins to focus on speci�c features. This is reproduced in clean images as

well as images corrupted by blurring and additive noise 2.6 (c). Furthermore, with

these perceptible corruptions, the CNN-F model can reconstruct the clean image

with generative feedback 2.6 (d). This demonstrates that the generative feedback is

one mechanism that restores perturbed images.
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Adversarial Training

Adversarial training is a well established method to improve adversarial robustness

of a neural network (Madry et al., 2018). Adversarial training often solves a minimax

optimization problem where the attacker aims to maximize the loss and the model

parameters aims to minimize the loss. In this section, we show that CNN-F can be

combined with adversarial training to further improve the adversarial robustness.

Training Methods. Figure 2.7 illustrates the loss design we use for CNN-F ad-

versarial training. Different from standard adversarial training on CNNs, we use

cross-entropy loss on both clean images and adversarial images. In addition, we add

reconstruction loss between generated features of adversarial samples from iterative

feedback and the features of clean images in the �rst forward pass.

Experimental Setup. We train the CNN-F on Fashion-MNIST and CIFAR-10

datasets respectively. For Fashion-MNIST, we train a network with 4 convolution

layers and 3 fully-connected layers. We use 2 convolutional layers to encode the

image into feature space and reconstruct to that feature space. For CIFAR-10, we use

the WideResNet architecture (Zagoruyko and Komodakis, 2016) with depth 40 and

width 2. We reconstruct to the feature space after 5 basic blocks in the �rst network

block. For more detailed hyper-parameter settings, please refer to Appendix A.2.

During training, we use PGD-7 to attack the �rst forward pass of CNN-F to obtain

adversarial samples. During testing, we also perform SPSA (Uesato et al., 2018)

and transfer attack in addition to PGD attack to prevent the gradient obfuscation

(Athalye et al., 2018) issue when evaluating adversarial robustness of a model. In

Figure 2.7: Loss design for CNN-F adversarial training, wherev stands for
the logits. x, h andg are input image, encoded feature, and generated feature,
respectively.
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the transfer attack, we use the adversarial samples of the CNN to attack CNN-F.

Main Results. CNN-F further improves the robustness of CNN when combined

with adversarial training. Table 2.2 and Table 2.3 list the adversarial accuracy of

CNN-F against several attack methods on Fashion-MNIST and CIFAR-10. On

Fashion-MNIST, we train the CNN-F with 1 iterations. On CIFAR-10, we train

the CNN-F with 2 iterations. We report two evaluation methods for CNN-F: taking

the logits from the last iteration (last), or taking the average of logits from all the

iterations (avg). We also report the lowest accuracy among all the attack methods

with bold font to highlight the weak spot of each model. In general, we �nd that the

CNN-F tends to be more robust to end-to-end attack compared with attacking the

�rst forward pass. This corresponds to the scenario where the attacker does not have

access to internal iterations of the CNN-F. Based on different attack scenarios, we

can tune the hyper-paramters and choose whether averaging the logits or outputting

the logits from the last iteration to get the best robustness performance (Appendix

A.2).

Table 2.2: Adversarial accuracy on Fashion-MNIST over 3 runs.� = 0:1.

Clean PGD (�rst) PGD (e2e) SPSA (�rst) SPSA (e2e) Transfer Min

CNN 89:97 � 0:10 77:09� 0:19 77:09� 0:19 87:33� 1:14 87:33� 1:14 — 77:09� 0:19
CNN-F (last) 89:87� 0:14 79:19� 0:49 78:34� 0:29 87:10� 0:10 87:33� 0:89 82:76� 0:26 78:34� 0:29
CNN-F (avg) 89:77� 0:08 79:55 � 0:15 79:89 � 0:16 88:27 � 0:91 88:23 � 0:81 83:15 � 0:17 79:55 � 0:15

Table 2.3: Adversarial accuracy on CIFAR-10 over 3 runs.� = 8=255.

Clean PGD (�rst) PGD (e2e) SPSA (�rst) SPSA (e2e) Transfer Min

CNN 79:09� 0:11 42:31� 0:51 42:31� 0:51 66:61� 0:09 66:61 � 0:09 — 42:31� 0:51
CNN-F (last) 78:68� 1:33 48:90 � 1:30 49:35� 2:55 68:75� 1:90 51:46� 3:22 66:19� 1:37 48:90 � 1:30
CNN-F (avg) 80:27 � 0:69 48:72� 0:64 55:02 � 1:91 71:56 � 2:03 58:83� 3:72 67:09 � 0:68 48:72� 0:64

2.4 Related Works

Robust Neural Networks with Latent Variables. Latent variable models are

a unifying theme in robust neural networks. The consciousness prior (Bengio,

2019) postulates that natural representations—such as language—operate in a low-

dimensional space, which may restrict expressivity but also may facilitate rapid

learning. If adversarial attack introduce examples outside this low-dimensional

manifold, latent variable models can map these samples back to the manifold. A

related mechanism for robustness is state rei�cation (Lamb et al., 2019). Similar to

self-consistency, state rei�cation models the distribution of hidden states over the
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training data. It then maps less likely states to more likely states. MagNet and De-

noising Feature Matching introduce similar mechanisms: using autoencoders on the

input space to detect adversarial examples and restore them in the input space (Meng

and Chen, 2017; Warde-Farley and Bengio, 2017). Lastly, Defense-GAN proposes a

generative adversarial network to approximate the data manifold (Samangouei et al.,

2018). CNN-F generalizes these themes into a Bayesian framework. Intuitively,

CNN-F can be viewed as an autoencoder. In contrast to standard autoencoders,

CNN-F requires stronger constraints through Bayes rule. CNN-F—through self-

consistency—constrains the generated image to satisfy themaximum a posteriorion

the predicted output.

Computational Models of Human Vision. Recurrent models and Bayesian in-

ference have been two prevalent concepts in computational visual neuroscience.

Recently, Kubilius et al. (2018) proposed CORnet as a more accurate model of

human vision by modeling recurrent cortical pathways. Like CNN-F, they show

CORnet has a larger V4 and IT neural similarity compared to a CNN with similar

weights. Linsley et al. (2018) suggests hGRU as another recurrent model of vision.

Distinct from other models, hGRU models lateral pathways in the visual cortex to

global contextual information. While Bayesian inference is a candidate for visual

perception, a Bayesian framework is absent in these models. The recursive cortical

network (RCN) proposes a hierarchal conditional random �eld as a model for visual

perception (George et al., 2017). In contrast to neural networks, RCN uses belief

propagation for both training and inference. With the representational ability of neu-

ral networks, we propose CNN-F to approximate Bayesian inference with recurrent

circuits in neural networks.

Feedback Networks. Feedback Network (Zamir et al., 2017) uses convLSTM

as building blocks and adds skip connections between different time steps. This

architecture enables early prediction and enforces hierarchical structure in the label

space. Nayebi et al. (2018) uses architecture search to design local recurrent cells

and long range feedback to boost classi�cation accuracy. Wen et al. (2018) designs

a bi-directional recurrent neural network by recursively performing bottom up and

top down computations. The model achieves more accurate and de�nitive image

classi�cation. In addition to standard image classi�cation, neural networks with

feedback have been applied to other settings. Wang et al. (2018) propose a feedback-

based propagation approach that improves inference in CNN under partial evidence

in the multi-label setting. Piekniewski et al. (2016) apply multi-layer perceptrons
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with lateral and feedback connections to visual object tracking.

Combining Top-down and Bottom-up Signals in RNNs. Mittal et al. (2020)

proposes combining attention and modularity mechanisms to route bottom-up (feed-

forward) and top-down (feedback) signals. They extend the Recurrent Independent

Mechanisms (RIMs) (Goyal et al., 2019) framework to a bidirectional structure such

that each layer of the hierarchy can send information in both bottom-up direction

and top-down direction. Our approach uses approximate Bayesian inference to

provide top-down communication, which is more consistent with the Bayesian brain

framework and predictive coding.

Inference in Generative Classi�ers. Sulam et al. (2019) derives a generative

classi�er using a sparse prior on the layer-wise representations. The inference is

solved by a multi-layer basis pursuit algorithm, which can be implemented via

recurrent convolutional neural networks. Nimmagadda and Anandkumar (2015)

propose to learn a latent tree model in the last layer for multi-object classi�cation. A

tree model allows for one-shot inference in contrast to iterative inference.

Target Propagation. The generative feedback in CNN-F shares a similar form as

target propagation, where the targets at each layer are propagated backwards. In

addition, difference target propagation uses auto-encoder like losses at intermediate

layers to promote network invertibility (Meulemans et al., 2020; Lee et al., 2015).

In the CNN-F, the intermediate reconstruction loss between adversarial and clean

feature maps during adversarial training promotes the feedback to project perturbed

image back to its clean version in all resolution scales.
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C h a p t e r 3

CERTIFIABLY ROBUST NEURAL NETWORKS WITH
EFFICIENT LOCAL LIPSCHITZ BOUNDS

Yujia Huang, Huan Zhang, Yuanyuan Shi, J. Zico Kolter, and Anima Anandku-
mar (2021). “Training Certi�ably Robust Neural Networks with Ef�cient Local
Lipschitz Bounds”. In:Advances in Neural Information Processing Systems34,
pp. 22745–22757.URL: https://proceedings.neurips.cc/paper_
files/paper/2021/file/c055dcc749c2632fd4dd806301f05ba6-
Paper.pdf .

3.1 Introduction

With the ever-growing deployment of deep neural networks, formal robustness

guarantees are needed in many safety-critical applications. Strategies to improve

robustness such as adversarial training only provide empirical robustness, without

formal guarantees, and many existing adversarial defenses have been successfully

broken using stronger attacks (Athalye et al., 2018). In contrast, certi�ed defenses

give formal robustness guarantees that any norm-bounded adversary cannot alter the

prediction of a given network.

Bounding the global Lipschitz constant of a neural network is a computationally

ef�cient and scalable approach to provide certi�able robustness guarantees (Cissé et

al., 2017; Qian and Wegman, 2019; Leino et al., 2021). The global Lipschitz bound

is typically computed as the product of the spectral norm of each layer. However,

this bound can be quite loose because it needs to hold forall points from the input

domain, including those inputs that are far away from each other. Training a network

while constraining this loose bound often imposes to high a degree of regularization

and reduces network capacity. It leads to considerably lower clean accuracy in

certi�ed training compared to standard and adversarial training (Huster et al., 2018;

Madry et al., 2018).

A local Lipschitz constant, on the other hand, bounds the norm of output pertur-

bation only for inputs from a small region, usually selected as a neighborhood

around each data point. It produces a tighter bound by considering the geometry

in a local region and often yields much better robustness certi�cation (Hein and

Andriushchenko, 2017; Zhang et al., 2019). Unfortunately, computing the exact local
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Lipschitz constant is NP-complete (Katz et al., 2017). Obtaining reasonably tight

local Lipschitz bounds via semide�nite programming (Fazlyab et al., 2019) or mixed

integer programming (Jordan and Dimakis, 2020) is typically only applicable to

small,previously trained networkssince it is dif�cult to parallelize the optimization

solver and make it differentiable for training. On the other hand, many existing

certi�ed defense methods have achieved success by using a training-based approach

with a relatively weak but ef�cient bound (Gowal et al., 2018; Mirman et al., 2018;

Zhang et al., 2020). Therefore, to incorporate local Lipschitz bound in training, a

computationally ef�cient and training-friendly method must be developed.

Our contributions. We propose an ef�cient method to incorporate a local Lipschitz

bound in training deep networks, by considering the interactions between an activa-

tion layer such as a Recti�ed Linear Unit (ReLU) layer and a linear (or convolution)

layer. Our bound is calculated per data point, leading to activation function outputs

that are either constant or vary with input perturbations. If the outputs of some acti-

vation neurons are constant under local perturbation, we eliminate the corresponding

rows in the previous weight layer and the corresponding columns in the next weight

layer, and then compute the spectral norm of the reduced matrix.

Our main insight is to use training to make the proposed local Lipschitz bound

tight. This is different from existing works that �nd local Lipschitz bound for a

�xed network (Zhang et al., 2019; Fazlyab et al., 2019; Jordan and Dimakis, 2020).

Instead, we aim to enable a network to learn to tighten our proposed local Lipschitz

bound during training. To achieve this, we propose to clip the activation function

with an individually learnable threshold� . Take ReLU for example, the output of a

“clipped” ReLU becomes a constant when input is greater than this threshold (see

Figure 3.1). Once the input of the ReLU is greater than the threshold or less than 0,

then this ReLU neuron does not contribute to the local Lipschitz constant, and thus

the corresponding row or column of weight matrices can be removed. We also apply

this method to non-ReLU activation functions such as MaxMin (Anil et al., 2019)

to create constant output regions. Additionally, we also use a hinge loss function

to encourage more neurons to have constant outputs. Our method can be used as

a plug-in module in existing certi�able training algorithms that involve computing

Lipschitz bound. Our contributions can be summarized as:

• To the best of our knowledge, we are the �rst to incorporate a local Lipschitz

bound during training for certi�ed robustness. Our bound is provably tighter than

the global Lipschitz bound and is also computationally ef�cient for training.
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Figure 3.1:Illustration of tighter (local) Lipschitz constant with bounded ReLU.

• We propose to use activation functions with learnable threshold to encourage more

�xed neurons during training, which assists the network to learn to tighten our

bound. We show that more than 45% rows and columns can be removed from

weight matrices.

• We consistently outperform state-of-the-art Lipschitz based certi�ed defense meth-

ods for`2 norm robustness. On CIFAR-10 with perturbation� = 36
255, we obtain

54.3% veri�ed accuracy with ReLU activation function and 60.7% accuracy

with MaxMin (Anil et al., 2019), outperforming the SOTA baselines, and also

achieve better clean accuracy. Our code is available athttps://github.com/

yjhuangcd/local-lipschitz .

3.2 Related Works

Bounds on Local Lipschitz Constant.A sound upper boundof local Lipschitz

constant (simply referred to as “local Lispschitz bound” in our paper) is a crucial

property to determine the robustness of a classi�er. Finding an exact local Lipschitz

constant for a neural network is generally NP hard (Virmaux and Scaman, 2018),

so most works focus on �nding a sound upper bound. Hein and Andriushchenko

(2017) derived an analytical bound for 2 layer neural networks and found that local

Lipschitz bounds could be much tighter than the global one and give better robustness

certi�cates. RecurJac (Zhang et al., 2019) is a recursive algorithm that analyzes the

local Lipschitz constant in a neural network using a bound propagation (Zhang et al.,

2020) based approach. FastLip (Weng et al., 2018) is a special and weaker form of

RecurJac. Fazlyab et al. (2019) used a stronger semide�nite relaxation to compute a

tighter bound of local Lipschitz constant. Jordan and Dimakis (2020) formulated the

computation of Lipschitz as an mixed integer linear programming (MILP) problem

and they were able to solve the exact local Lipschitz constant. Although these

approaches can obtain reasonably tight and sound local Lipschitz constants, none
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of them have been demonstrated effective for training a certi�ably robust network,

where high ef�ciency and scalability are required. Note that although an empirical

estimate of local Lipschitz constant can be easily found via gradient ascent (e.g., the

local lower bounds reported in (Leino et al., 2021)), it is not a sound bound and does

not provide certi�able robustness guarantees.

Certi�ably Robust Training using Lipschitz Constants. The Lipschitz constant

plays a central role in many works on training a certi�ably robust neural network,

especially for̀ 2 norm robustness. Since naturally trained networks usually have very

large global Lipschitz constant bounds (Szegedy et al., 2014), most existing works

train the network to encourage small a Lipschitz bound. Cissé et al. (2017) designed

networks with orthogonal weights, whose Lipschitz constants are exactly 1. As this

can be too restrictive, later works mostly use power iteration to obtain per-layer

induced norms, whose product is a Lipschitz constant. Lipschitz Margin Training

(LMT) (Tsuzuku et al., 2018) and Globally-Robust Neural Networks (Gloro) (Leino

et al., 2021) both upper bound the worst margin via global Lipschitz constant

with different loss functions. LMT constructs a new logit by adding the worst

margin to all its entries except the ground truth class. Gloro construct a new logit

with one more class than the original logit vector, determines whether the input

sample can be certi�ed. However, these approaches did not exploit the available

local information to tighten Lipschitz bound and improve certi�ed robustness. Box

constrained propagation (BCP) (Lee et al., 2020) achieves a tighter outer bound than

global Lipschitz based outer bound, by taking local information into consideration

via interval bound (box) propagation. They compute the worst case logit based

on the intersection of a (global) ball and a (local) box. Although box propagation

considers local information, the ball propagation still uses global Lipschitz constant,

and its improvement is still limited with low clean accuracy.

Other Certi�ed Defenses. Besides using Lipschitz constants, one of the most

popular certi�able defense against`1 norm bounded inputs is via the convex outer

adversarial polytope (Wong and Kolter, 2018; Wong et al., 2018). Mirman et al.

(2018) takes a similar approach via abstract interpretation. These methods uses

linear relaxations of neural networks to compute an outer bound at the �nal layer.

However, because the convex relaxations employed are relatively expensive, these

methods are typically slow to train. A simple and fast certi�able defense for`1 norm

bounded inputs is interval bound propagation (IBP) (Gowal et al., 2018; Mirman

et al., 2018). Since the IBP bound can be quite loose for general networks, its
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good performance relies on appropriate hyper-parameters. CROWN-IBP (Zhang

et al., 2020) outperforms previous methods by combining IBP bound in a forward

bounding pass and a tighter linear relaxation bound in a backward bound pass. Shi et

al. (2021) improved IBP with better initialization to accelerate training. Additionally,

randomized smoothing (Cohen et al., 2019; Li et al., 2019; Lecuyer et al., 2019) is a

probabilistic method to certifỳ2 norm robustness with arbitrarily high con�dence.

The prediction of a randomized smooth classi�er is the most likely prediction

returned by the base classi�er that is fed by samples from a Gaussian distribution.

Salman et al. (2019) further improves the performance of randomized smoothing via

adversarial training.

3.3 Ef�cient Local Lipschitz Bound

We begin with notations and background for Lipschitz bound. We introduce our

method for local Lipschitz bound computation in Section 3.3. Then we introduce

how to incorporate our ef�cient local Lipschitz bound in robust training (Section

3.3).

Notation and Background

Notations. We denote the Euclidean norm of a vectorx askxk andkAk is the

spectral norm of matrixA. Subscript of vectorx denotes element, i.e.,x i is the i-th

element ofx. We useLB l andUBl to denote lower bounds and upper bounds of

pre-ReLU activation values for layerl .

De�nition 3.3.1. The Lipschitz constant of a functionf : Rd ! Rm over an open

setX is de�ned as,

L(f; X ) := sup
x;y 2X ;x6= y

jj f (y) � f (x)jj
jj x � yjj

:

If L(f; X ) exists and is �nite, we say thatf is Lipschitz continuous overX . Suppose

X = dom(f ), L(f; X ) is theglobal Lipschitz constant off ; if X is de�ned as the

� -ball at pointx, i.e.,X := f x0jjj x � x0jj � � g, thenL(f; X ) is thelocal Lipschitz

constant off at x.

Global Lipschitz bound in existing works. Consider aL-layer ReLU neural net-

work which maps inputx to outputzL +1 = F (x; W) using the following architecture,

for l = 1; :::; L � 1

z1 = x; zl+1 = � (W lzl ); zL +1 = W L zL (3.1)
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whereW = f W 1:L g are the parameters, and� (�) = max( �; 0) is the element-wise

ReLU activation functions. Here we consider the bias parameters to be zero because

they do not contribute to the Lipschitz bound. Since the Lipschitz constant of ReLU

activation� (�) is equal to 1, a global Lipschitz bound ofF is,

Lglob � jj W L jj � jj W L � 1jj � � � jj W 1jj (3.2)

wherejjW l jj equals the spectral norm (maximum singular value) of the weight matrix

W l . However, the global Lipchitz bound ignores the highly nonlinear property of

deep neural networks.

In what follows, we introduce our method that considers the interaction between

ReLU and linear layer to obtain a tighter local Lipchitz bound in a computationally

ef�cient way, that allows us to train a certi�ably robust network using local Lipschitz

bounds.

Our Approach for Ef�cient Local Lipschitz Bound

In this section, we use ReLU as an example to describe how we compute our ef�cient

local Lipschitz bound. We will discuss how to apply our method on other types of

activation functions in Section 3.3. To exploit the piece-wise linear properties of

ReLU neurons, we discuss the outputs of ReLU case by case. Intuitively, if the input

of a ReLU neuron is always less or equal to zero, its output will always be zero,

which is a constant and not contributing to Lipschitz bound. If the input of a ReLU's

can sometimes be greater than zero, the ReLU output will vary based on the input.

We de�ne diagonal indicator matricesI l
V(zl ) to represent the entries where the ReLU

outputs arevarying andI l
C(zl ) for entries where the ReLU outputs areconstant

under perturbation. Herezl 2 Rdl denotes the feature map of inputx at layerl .

Throughout this paper, unless otherwise mentioned, the indicator matrix is a function

of the feature valuezl , evaluated at a given inputx.

Given an input perturbationkx0 � xk � � , supposezl (x0) is bounded element-wise

as LBl � zl (x0) � UBl , we de�ne diagonal matrixI l
V andI l

C as:

I l
V(i; i ) =

8
<

:
1 if UB l

i > 0

0 otherwise
; I l

C(i; i ) =

8
<

:
1 if UB l

i � 0

0 otherwise
: (3.3)

By this de�nition, the ReLU output can either be constant or vary with respect to

input perturbation. Hence we haveI l
V + I l

C = I , whereI is the identity matrix.LB
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andUB can be obtained cheaply from interval bound propagation (Gowal et al.,

2018) or other bound propagation mechanisms (Wong and Kolter, 2018; Zhang et al.,

2018).

A crucial observation is that to compute the local Lipschitz bound, we only need

to consider the ReLU neurons which are non-�xed. The �xed ReLU neurons are

always zero (locally, in the prescribed neighborhood aroundx) and thus have no

impact to �nal outcome. We de�ne a diagonal matrixDV to represent the ReLU

outputs that are varying. Then, a neural network function (denoted asF (x; W)) can

be rewritten as:

F (x; W) = W L D L � 1
V W L � 1 � � � D 1

VW 1x

= ( W L I L � 1
V )D L � 1

V (I L � 1
V W L � 1I L � 2

V ) � � � D 1
V(I 1

VW 1)x (3.4)

where

D l
V(i; i ) =

8
<

:
1(ReLU(zl

i ) > 0) if I l
V(i; i ) = 1

0 if I l
V(i; i ) = 0

; (3.5)

where1 denotes an indicator function.

Note here that we ignore bias terms for simplicity. Based on(3.4), an important

insight used in our approach is that by combining the ReLU function with weight

matrix, we have the opportunity to tighten Lipschitz bound by consideringI l
VW l I l � 1

V

as a whole based on whether there are ReLU outputs stay at constant under perturba-

tion. Importantly, sinceD l
V depends onUB, (3.4)only holds in a local region ofx,

which leads to a local Lipschitz constant bound at inputx:

L local(x) � k W L I L � 1
V kkI L � 1

V W L � 1I L � 2
V k � � � kI 1

VW 1k : (3.6)

The following theorem states that the local Lipchitz bound calculated via(3.6) is

always tighter than the global Lipchitz bound in Eq (3.2), for all inputs.

Theorem 3.3.1(Tighter Lipchitz Bound). For any inputx 2 Rn and L-layer

ReLU neural networkF (x; W), the local Lipchitz bound calculated via(3.6) in

any neighborhood ofx is no larger than the global Lipchitz bound in Eq(3.2), i.e.,

8x; L local (x) � Lglob.

The proof of Theorem 3.3.1 leverages the following proposition.
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Proposition 3.3.1. If a column and/or row is added to a matrix, then the matrix

spectral norm (maximum singular value) will be no less than the spectral norm of

the original matrix. That is, given matrixA 2 Rm� n , andy 2 Rm ; z 2 Rn , then

� max ([Ajy]) � � max (A) ; � max (

"
A

z

#

) � � max (A): (3.7)

Proof of Proposition 3.3.1.Let A0 =

"
A

z

#

. The singular value ofA0 is de�ned as

the square roots of the eigenvalues ofA0T A0, whereA0T A0 = AT A + zT z � AT A,

that simply implyjjA0jj = � max (A0) � � max (A) = jjAjj . Similar holds forA0 =

[Ajy].

By Proposition 3.3.1, it is straightforward to show thatkI L � 1
V W L � 1I L � 2

V k � k W L � 1k

since the left hand side is the spectral norm of the reduced matrix, after removing

corresponding rows/columns inW L � 1 where the neuron output under local perturba-

tion is constant. Therefore, the product of spectral norm of the reduced matrices is

no larger than the product of the spectral norm of raw weight matrices, which leads

to 8x; L local (x) � Lglob.

Training for Tight Local Lipschitz

To encourage the network to learn which rows and columns need to be eliminated to

make local Lipschitz bound tighter, we combine our local Lipschitz bound computa-

tion with certi�ably robust training. This is different from existing works leveraging

optimization tools to �nd local Lipschitz bound for a �xed network (Fazlyab et al.,

2019; Jordan and Dimakis, 2020). By training with the proposed local Lipschitz

bound, we can achieve good certi�ed robustness on large neural networks.

More precisely, using our local Lipschitz bound, we can obtain the worst case logit

z� that is used to form a robust loss for training:E(x;y )�D L (z� (x); y), whereL is

the cross entropy loss function,(x; y) is the image and label pair from the training

datasets. A simple way to compute the worst logit isz�
i = zi +

p
2�L Local for i 6= y,

z�
y = zy (see (Tsuzuku et al., 2018)). Our approach is also compatible with tighter

bounds on the worst case logit, such as the one used in BCP (Lee et al., 2020). To

give the network more capability to learn to tighten our proposed local Lipschitz

bound, we propose the following approaches:

Allowing More Eliminated Rows via ReLU� . The key to tighten our local

Lipschitz bound is to delete rows and columns in weight matrices that align with
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singular vectors corresponding to the largest singular value. To encourage more rows

and columns to be deleted, we need to have more ReLU outputs to be at constant

under perturbation. Standard ReLU is only lower bounded by zero, but is not upper

bounded. If we can set an “upper bound” of ReLU output, we can have more neurons

have �xed outputs at this upper bound. An upper bounded ReLU unit called ReLU6

is proposed in (Howard et al., 2017), where the maximum output is set to a constant 6.

Different fromReLU6that sets a constant maximum output threshold, we make the

threshold to be a learnable parameter. We name the new type of activation function

ReLU� , which is de�ned as:

ReLU� (zi ; � i ) =

8
>>><

>>>:

0; if zi < = 0

zi ; if 0 < z i < � i

� i ; if zi > = � i

(3.8)

where� i is a learnable upper bound of the ReLU output.

Similar to (3.3), the indicator matrices for the varying outputs of ReLU� are

I l
V(i; i ) =

8
<

:
1 if UB l

i > 0 and LBl
i < � i

0 otherwise
(3.9)

Depending on the ReLU� activation status, the output of a ReLU� neural network is,

F (x; W; � ) = W L (D L � 1
V W L � 1 � � � (D 1

VW 1x + D 1
� ) � � � + D L � 1

� ) ; (3.10)

whereD l
� denotes the ReLU output �xed at the maximum output value,

D l
� (i; i ) =

8
<

:
� i if I l

� (i; i ) = 1

0 if I l
� (i; i ) = 0

; I l
� (i; i ) =

8
<

:
1 if LB l

i � � i

0 otherwise
(3.11)

The local Lipchitz bound is still calculated as(3.6). However, the bound can be

potentially learned tighter because we encourage ReLU outputs to be constant in

both directions, and there could be less varying outputs in Eq(3.9) than in Eq(3.3).

Extension to Non-ReLU Activation Functions. Our local Lipschitz bound can

be applied on non-ReLU activation functions. The key is to create constant output

regions for the activation function and delete the corresponding rows or columns

in the weight matrices. Since the MaxMin activation function (Anil et al., 2019)

has been shown to outperform ReLU on certi�ed robustness (Leino et al., 2021;
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Trockman and Kolter, 2021), we take MaxMin as an example to explain how to

apply our local Lipschitz bound. Letx1 andx2 be two groups of the input, the output

of MaxMin is max(x1; x2); min(x1; x2). To exploit local Lipschitz, we created a

clipped version of MaxMin, similar to ReLU� . The output of the clipped MaxMin is

min(max(x1; x2); a); max(min(x1; x2); b), wherea is a learnable upper threshold

for the max output in MaxMin andbis a learnable lower threshold for the min output

in MaxMin. Box propagation rule through MaxMin is straightforward to derive,

so we can get the box bound on each entry after MaxMin. If the lower bounds of

the Max entries are bigger than the upper thresholda, or the upper bounds of the

Min entries are smaller than the lower thresholdb, we can delete the corresponding

columns in the successive matrix (similar to the procedure for ReLU networks).

Encouraging Fixed Neurons via a Sparsity Loss.To encourage more rows and

columns to be deleted in the weight matrices, we design a sparsity loss to regularize

the neural network towards this goal. For a ReLU neural network, assuming that the

i -th entry of the feature map at layerl is bounded byLB l
i � zl

i � UBl
i , we hope the

neural network can learn to make as manyUBi to be smaller than zero andLB i to be

larger than� i without sacri�cing too much of classi�cation accuracy. For a MaxMin

neural network, letLBmax be the lower bounds of the Max entries, andUBmin be the

upper bounds of the Min entries. We hope the neural network can learn to make as

manyLBmax to be larger than the upper thresholda andUBmin to be smaller than

the lower thresholdb. The sparsity losses for ReLU and MaxMin networks are as

follows:

L ReLU
sparsity= max(0; UBl

i ) + max(0 ; � i � LB l
i ) (3.12)

L MaxMin
sparsity = max(0; UBmin � b) + max(0 ; a � LBmax) : (3.13)

Finally, our full training procedure is presented in Algorithm 2.

Computational Cost. To obtain the local Lipschitz bound, we must perform power

iterations to compute the spectral norm of reduced weight matrices for every input

and its feature maps at each layer. Compared to other methods that use optimization

tools (e.g., SDP, MILP) to bound local Lipschitz, our method is computationally

ef�cient since only matrix vector multiplication is used.

During training, compared to methods that only use global Lipschitz bound, the

local Lipschitz bound varies based on the inputs. For global Lipschitz bound, a

common practice is to keep track of the iterate vectoru in power iteration, and use it

to initialize the power iteration in the next training batch. With this initialization,
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Algorithm 2 Local Lipschitz based Certi�ably Robust Training

Require: Training data(x; y) � D , perturbation size� , number of iterations for
power methodn, a neural network withL layers.

1: repeat
2: Compute the box outer bound[LB l ; UBl ] for layers1 to L.
3: Compute indicator matrixI V using Eq (3.9).
4: . Compute local Lipcthiz boundL(x) for every inputx using Eq(3.6)
5: for layer from 1 toL do
6: . Power method
7: Initialize ul with the updatedul from the previous training episode.
8: for i < n do
9: if layer is convthen

10: v  I l
Vconv(W l ; I l � 1

V ul )=kI l
Vconv(W l ; I l � 1

V ul )k.
11: u  I l � 1

V conv| (W l ; I l
Vv)=kI l � 1

V conv| (W l ; I l
Vv)k.

12: else if layer is linearthen
13: v  I l

VW l I l � 1
V ul=kI l

VW l I l � 1
V ulk.

14: u  I l � 1
V W l | I l

Vv=kI l � 1
V W l | I l

Vvk.
15: end if
16: end for
17: if layer is convthen
18: � l (x)  vl I l

Vconv(W l ; I l � 1
V ul ).

19: else if layer is linearthen
20: � l (x)  vl I l

VW l I l � 1
V ul .

21: end if
22: end for
23: Compute the worst logits using our local Lipschitz bound.
24: Update model parameters based on some loss functions (e.g., Cross-entropy

loss).
25: until training ends
Ensure: Parameters of a robust neural network

only a few number of iterations is performed during training (typically the number

of iterations is between1 to 10(Lee et al., 2020; Leino et al., 2021)). To extend the

initialization strategy foru to compute local Lipschitz, we need to keep track of the

iterate vectors based on every input and its feature maps for every layer. Fortunately,

this vector only provides an initialization for power iteration so it does not need to be

stored accurately, and can be stored using low precision tensors. Further extensions

could use dimension reduction or compression methods to store these vectors, or

learn a network along the way to predict a good initializer for power iteration. An

alternative approach is to random initializeu in every mini-batch, but we �nd that

more power iterations need to be performed during training for this approach to have
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comparable performance as the using savedu.

During evaluation, to minimize the extra computational cost, we can avoid bound

computation for two types of inputs: inputs that can already be certi�ed using global

Lipschitz bound or can be attacked by adversaries (e.g., a 100-step PGD attack).

In practice, this typically rules out more than80%samples on CIFAR-10 or larger

datasets, and greatly reduce computational cost required to compute local Lipschitz

constants. In Section 3.4 we will show more empirical results on this aspect.

3.4 Experiment

In this section, we �rst show that our method achieves tighter Lipschitz bounds

in neural networks. When combined with certi�able training algorithms such as

BCP (Lee et al., 2020) and Gloro (Leino et al., 2021), as well as training algorithms

using orthogonal convolution and MaxMin activation function (Trockman and Kolter,

2021), our method achieves both higher clean and certi�ed accuracy.

Experiment Setup.We train with our method to certify robustness within a`2 ball of

radius1:58on MNIST (LeCun et al., 2010) and36=255on CIFAR-10 (Krizhevsky,

Hinton, et al., 2009) and Tiny-Imagenet1 on various network architectures. We

denote neural network architecture by the number of convolutional layers and the

number of fully-connected layers. For instance, 6C2F indicates that there are 6

convolution layers and 2 fully-connected layers in the neural network. Networks

have ReLU activation function unless mentioned otherwise. For more details and

hyper-parameters in training, please refer to Appendix B.3.

Tighter Lipschitz Bound. We compared the training process of our method and

BCP (Lee et al., 2020) in Figure 3.2 (a-c). During training, our method uses local

Lipschitz bound while BCP uses global Lipschitz bound for robust loss. We also

tracked the global Lipschitz bound during our training and the average local Lipschitz

bound (computed by our method) during BCP training for comparison. We can

see from Figure 3.2 (a) that our local Lipschitz bound is always tighter the global

Lipschitz bound. Furthermore, it is crucial to incorporate our bound in training to

enable the network to learn to tighten the bound. We can see that if we directly apply

our method to a BCP trained network after training, the local Lipschitz bound has

much less improvement over global Lipschitz bound. In addition, a tighter local

Lipschitz bound by our method allows the neural networks to have larger global

Lipschitz bound in the beginning of training. This potentially provides larger model
1https://tiny-imagenet.herokuapp.com
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capacity and eases the training in the early stage. As a consequence, we see a large

improvement of both clean loss (Figure 3.2 (b)) and also robust loss (Figure 3.2 (c))

throughout the training.

Sparsity of Varying ReLU Outputs. We examine our 6C2F model trained on

CIFAR-10 and report the proportion of varying (non-constant) ReLU outputs at all

layers except the last fully-connected layer (Figure 3.3). We compared the proportion

with that of a standard CNN (trained with only cross entropy loss on unperturbed

inputs) and a robust CNN trained by BCP. As we can see, the standard neural network

has the most varying ReLU neurons, indicating that dense varying ReLU outputs

may provide larger model capacity for clean accuracy but reduce robustness. Our

method hasmorevarying ReLU outputs than BCP, while achievingtighter local

Lipschitz bound than BCP. This indicates that our training method encourages the

neural network to learn to delete rows and columns that contribute most to local

Lipschitz constant during training, while keeping ReLUs for other rows or columns

varying to obtain better natural accuracy.

Figure 3.2:Certi�able training with our method and BCP on CIFAR-10. a)
Global and average local Lipschitz bound during training. Cross entropy loss b) on
natural and c) on the worst logits.

Figure 3.3: Proportion of ReLU neurons that vary (ReLU outputs are not
constants, see de�nition in Section 3.3) under perturbation.

Certi�ed Robustness.Our method can be used as a plug-in module in certi�able

training algorithms that involves using̀2 Lipschitz constant such as BCP (Lee
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Figure 3.4:Histogram for the number of power iterations to ensure convergence
for the second last linear layer of the 6C2F CIFAR-10 network.

et al., 2020) and Gloro (Leino et al., 2021). We use Local-Lip-G and Local-Lip-

B to denote our method trained with the Gloro loss and BCP loss, respectively

(detailed formulation for each loss can be found in Appendix B.2). We compare

the performance of our method against competitive baselines on both ReLU neural

networks (Lee et al., 2020; Leino et al., 2021; Tsuzuku et al., 2018; Gowal et al.,

2018; Wong et al., 2018; Xiao et al., 2019) and MaxMin neural networks (Leino et al.,

2021; Trockman and Kolter, 2021). For each method, we report the clean accuracy

(accuracy on non-perturbed inputs), the PGD accuracy (accuracy on adversarial

inputs generated by PGD attack (Madry et al., 2018)), and the certi�ed accuracy

(the proportion of inputs that can be correctly classi�ed and certi�ed within� -ball).

For PGD attack, we use 100 steps with step size of�=4. In our experiments, we use

box propagation (as done in BCP) to obtain the lower bound and upper bound of

every neuron. With our tighter Lipchitz bound, we further improve clean, PGD, and

certi�ed accuracy upon BCP and Gloro, and achieve the state-of-the-art performance

on certi�ed robustness (Table 3.2). On CIFAR-10 with ReLU activation function,

we improved certi�ed accuracy from51:3% (SOTA) to 54:3%. When MaxMin

activation function is used, our local Lipschitz training approach also consistently

improves clean, PGD and veri�ed accuracy over baselines on both CIFAR-10 and

TinyImageNet datasets.

To demonstrate the effectiveness of incorporating our bound in training, we also use

our local bound to directly compute certi�ed accuracy forpretrainedmodels using

BCP. Our bound improves the certi�ed accuracy of a pretrained BCP model from

51:3%(reported in Table 3.2) to51:8%. The improvement is less than training with

our bound (54:3%in Table 3.2). Therefore, it is crucial to incorporate our bound in

training to gain non-trivial robustness improvements.
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Initialization Strategy for Power Method. We used two initialization strategies

for singular vectorsu in power method during training. One option is to storeu for

all the inputs and feature maps and initializeu in the current training epoch with

u from the previous epoch, which requires storage. The other option is to random

initialize u. Table 3.1 shows the performance of these two approaches on CIFAR-10

with the 6C2F architecture. The number of power iterations during training is listed

in the bracket. Although random initialization is memory-ef�cient, it needs more

power iterations during training to achieve comparable performance compared to

the approach of storingu. Too few iterations tend to cause inaccurate singular value

and over�tting, resulting in lower certi�ed accuracy.

Table 3.1: In�uence of initialization strategy used in power method. All numbers
represent the accuracy of the 6C2F architecture on CIFAR-10.

Method Clean (%) PGD (%) Certi�ed (%)

Random init. (2 iters) 76.7 69.0 0.5
Random init. (5 iters) 73.7 66.8 46.0
Random init. (10 iters) 72.0 65.8 51.6
Using savedu (2 iters) 70.7 64.8 54.3

Computational Cost during Evaluation Time. Since local Lipschitz bound needs

to be evaluated for every input and global Lipschitz bound does not depend on the

input, our method involves additional computation cost during certi�cation. Let

u(t) be the singular vector computed by power iteration at iterationt, we stop

power iteration whenjju(t + 1) � u(t)jj � 1e� 3. To analyze the computational

cost during evaluation time, we plot the histogram of number of iterations for

power method to converge for the second last layer in the 6C2F model in Figure

3.4. The average number of iterations for convergence is137. The histograms for

other layers are in Appendix B.3. To reduce the computational cost, we only need

to compute local Lipschitz bound for samples that cannot be certi�ed by global

Lipschitz bound or cannot be attacked by adversaries. The proportion of those

samples is(100%� PGD Err� Global Certi�ed Acc). For the 6C2F model on

CIFAR-10, the proportion of samples that can be certi�ed using global Lipschitz

bound is51:0%, and the error under PGD attack is35:2%. Hence we only need

to evaluate local Lipschitz bounds on the remaining13:8%samples, which greatly

reduces the overhead of computing the local Lipschitz bounds.
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Table 3.2: Comparison to other certi�ed training algorithms. Best numbers are
highlighted in bold.

Method Model Clean (%) PGD (%) Certi�ed(%)

MNIST (� = 1 :58)

Standard 4C3F 99.0 45.4 0.0
LMT (Tsuzuku et al., 2018) 4C3F 86.5 53.6 40.5
CAP (Wong and Kolter, 2018) 4C3F 88.1 67.9 44.5
CROWN-IBP* (Zhang et al., 2020) 4C3F 82.3 80.4 41.3
GloRo (Leino et al., 2021) 4C3F 92.9 68.9 50.1
Local-Lip-G (ours) 4C3F 96.3 78.2 55.8
BCP (Lee et al., 2020) 4C3F 92.4 65.8 47.9
Local-Lip-B (ours) 4C3F 93.0 66.7 48.7

CIFAR-10 (� = 36=255)

Standard 4C3F 85.3 41.2 0.0
IBP (Gowal et al., 2018) 4C3F 34.5 31.8 24.4
LMT (Tsuzuku et al., 2018) 4C3F 56.5 49.8 37.2
CAP (Wong and Kolter, 2018) 4C3F 60.1 55.7 50.3
CROWN-IBP* (Zhang et al., 2020) 4C3F 54.2 52.7 41.9
ReLU-Stabilityy (Xiao et al., 2019) 4C3F 57.4 52.4 51.1
GloRo (Leino et al., 2021) 4C3F 73.2 66.3 49.0
Local-Lip-G (ours) 4C3F 75.7 68.6 49.7
BCP (Lee et al., 2020) 4C3F 64.4 59.4 50.0
Local-Lip-B (ours) 4C3F 70.1 64.2 53.5

Standard 6C2F 87.5 32.5 0.0
IBP (Gowal et al., 2018) 6C2F 33.0 31.1 23.4
LMT (Tsuzuku et al., 2018) 6C2F 63.1 58.3 38.1
CAP (Wong and Kolter, 2018) 6C2F 60.1 56.2 50.9
CROWN-IBP* (Zhang et al., 2020) 6C2F 53.7 52.2 41.9
GloRo (Leino et al., 2021) 6C2F 70.7 63.8 49.3
Local-Lip-G (ours) 6C2F 76.4 69.2 51.3
BCP (Lee et al., 2020) 6C2F 65.7 60.8 51.3
Local-Lip-B (ours) 6C2F 70.7 64.8 54.3

GloRo + MaxMin (Leino et al., 2021) 6C2F 77.0 69.2 58.4
Caylay + MaxMin (Trockman and Kolter, 2021) 6C2F 75.3 67.7 59.2
Local-Lip-B + MaxMin (ours) 6C2F 77.4 70.4 60.7

Tiny-Imagenet (� = 36=255)

Standard 7C1F 35.9 19.4 0.0
GloRo (Leino et al., 2021) 7C1F 31.3 28.2 13.2
Local-Lip-G (ours) 8C2F 37.4 34.2 13.2
BCP (Lee et al., 2020) 8C2F 28.7 26.6 20.0
Local-Lip-B (ours) 8C2F 30.8 28.4 20.7

Gloro + MaxMin (Leino et al., 2021) 8C2F 35.5 32.3 22.4
Local-Lip-B + MaxMin (ours) 8C2F 36.9 33.3 23.4

* CROWN-IBP was originally designed for`1 norm certi�ed defense but its released code also supports
`2 training. We use the same hyperparameters as`1 training setting.
y

(Xiao et al., 2019) was designed for`1 norm with a MIP veri�er. We extend it to thè2 norm setting
and verify its robustness using the SOTA alpha-beta-CROWN veri�er (see Section B.3).
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C h a p t e r 4

CERTIFIABLY ROBUST FORWARD INVARIANCE IN NEURAL
ODES

Yujia Huang, Ivan Dario Jimenez Rodriguez, Huan Zhang, Yuanyuan Shi, and
Yisong Yue (2023). “FI-ODE: Certi�ed and Robust Forward Invariance in Neural
ODEs”. In:arXiv preprint arXiv:2210.16940. URL: https://arxiv.org/
abs/2210.16940 .

4.1 Introduction

We study the problem of training neural networks with certi�able performance

guarantees. Example performance criteria include safety in control (Jin et al., 2020),

and adversarial robustness in classi�cation (Wong and Kolter, 2018; Raghunathan

et al., 2018; Cohen et al., 2019), where even impressive empirical robustness often

fails under unforeseen stronger attacks (Athalye et al., 2018). As such, having

formal performance certi�cates can be valuable when deploying neural networks in

high-stakes real-world settings.

In this paper, we are interested in performance criteria characterized by a property

called forward invariance. Forward invariance has been extensively used in control

theory to certify dynamical systems for safety (Ames et al., 2016) and robustness

under adversarial perturbations (Khalil et al., 1996). To use this concept for machine

learning, we focus on the Neural ODE (NODE) function class (Haber and Ruthotto,

2017; E, 2017; Chen et al., 2018), which is a natural starting point for incorporating

control-theoretic tools (cf. (Yan et al., 2020; Kang et al., 2021; Liu et al., 2020;

Jimenez Rodriguez et al., 2022a)). Forward invariance guarantees that NODE

trajectories never leave a speci�ed set, which can be translated into various robust

safety guarantees. Given the increasing interest in using NODE policies for robotic

control (Böttcher and Asikis, 2022; Lin et al., 2021), including those that are forward

invariant (Jimenez Rodriguez et al., 2022b), having certi�ed NODE controllers will

become important as those methods are more widely adopted.

Our Contributions. We present FI-ODE, a general approach for training certi�ably

robust forward invariant NODEs.1 Our approach is based on de�ning forward
1Note that training certi�ably forward invariant NODEs even in the non-robust setting itself is a

contribution.
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invariance using sub-level sets of Lyapunov functions. One can train a NODE such

that a task-speci�c cost function (e.g., state-based cost in continuous control, or

cross-entropy loss in image classi�cation) becomes the Lyapunov function for the

ODE. We train with an adaptation of Lyapunov training (Jimenez Rodriguez et al.,

2022a) that focuses on states that are crucial for certifying robust forward invariance.

To make certi�cation practical, we constrain the hidden states of a NODE to evolve

on a compact set by projecting the dynamics of NODE to satisfy certain barrier

conditions. We provably verify our method through a combination of ef�cient

sampling and a new interval propagation technique compatible with optimization

layers.

We evaluate using a canonical unstable nonlinear system (planar segway). We

demonstrate certi�ed robust forward invariance of the induced region of attraction,

which to our knowledge is the �rst NODE policy with such non-vacuous certi�ed

guarantees. To show generality, we also evaluate on image classi�cation, and show

superior̀ 2 certi�ed robustness versus other certi�ably robust ODE-based models.

Our code is available athttps://github.com/yjhuangcd/FI-ODE.git .

4.2 Preliminaries

Neural ODEs. We consider the following Neural ODE (NODE) model class,

wherex are the inputs to the dynamics, and� 2 H � Rn are the states of the NODE

(H is compact and connected). Let� 2 � � Rl denote the parameters of the learned

model. In general, we assume the overparameterized setting, where� is expressive

enough to �t the dynamics.

� (0) = � 0; (initial condition) (4.1a)

d�
dt

= f � (� (t); x ) (continuum of hidden layers): (4.1b)

An important setting for NODEs is continuous control, where we can explicitly

compose the known dynamics of the physical system with a neural network controller

parameterized by� . The closed-loop system is denoted byf � (� (t); x ), where� is

the neural controller andx are the system parameters. Other settings include image

classi�cation, wherex are the images, and we evolve the system overt 2 [0; T] to

get the �nal prediction� (T).2

2In this setting, one can think of a NODE as a ResNet (He et al., 2016) with a continuum of
hidden layers.
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Forward Invariance & Robust Forward Invariance. Forward Invariance refers

to sets of states of a dynamical system (e.g., Equation (4.1b)) where the system can

enter but never leave. Formally:

De�nition 4.2.1 (Forward Invariance). A setS � H is forward invariant with respect

to the system (Equation (4.1b)) if� (t) 2 S ) � (t0) 2 S; 8t0 � t.

Forward invariance can be applied generally in NODEs: we can choose the dynamics

in Equation (4.1b) to render almost any set we choose forward invariant. For instance,

in control we often want to keep the states of the system within a safe set, while

in classi�cation we will be concerned with the set of states that produce a correct

classi�cation. Mathematically, these settings can be captured by shaping the ODE

dynamicsf � to achieve forward invariance within a speci�ed set (i.e., training the

ODE to satisfy De�nition 4.2.1 for some speci�ed setS).

De�nition 4.2.2 (Robust Forward Invariance). A set S � H is robust forward

invariant with respect tox if S is forward invariant with respect to the system

f � (� (t); x + � ), 8� 2 Rn with k� k � � .

Robust forward invariance is attractive when one seeks performance guarantees

under input perturbations. Here, we consider norm-bounded perturbations. In

control, when there are mis-speci�cations for system parameters, we still hope the

controller to be able to keep the system safe. In classi�cation, we would want the

system to classify correctly despite noisy inputs.

Trajectory-wise versus Point-wise Certi�cation Analysis. Figure 4.1 depicts two

ways of certifying forward invariance. On the left, we consider entire trajectories that

result from running the ODE (i.e., running the forward pass) and determine forward

invariance by checking whether thetrajectoriesleave the target set. Such trajectory-

level analyses are computationally expensive due to running ODE integration to

generate trajectories. This approach also poses a challenge for veri�cation since

trajectories can only be integrated for �nite timeT and the dynamics may be close

to leaving the set shortly thereafter (T + "), which translates into vulnerability to

perturbations.

An alternative approach, depicted on Figure 4.1(right), relies on point-wise condi-

tions: we look at the dynamicspoint-wiseover the state-space and infer whether

the set within the yellow line is forward invariant. Here, robust certi�cation can be
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Figure 4.1:Depicting trajectories (Left) and dynamics (Right) of the state-space
of a NODE. The contours show a quadratic potential, and the yellow-line is the
target sublevel set. Left: trajectories that violate (red) or satisfy (blue) forward
invariance. Right: �ow �eld (dynamics) of the NODE, under both nominal and
perturbed inputs. The perturbed �ow �eld still satis�es forward invariance, implying
robust forward invariance.

signi�cantly easier because we only need to verify that the perturbed dynamics are

point-wise still pointing in the right direction, rather than analyzing the perturbed

dynamics over an entire trajectory (i.e., we do not need to do ODE integration).

Lyapunov Functions & Sublevel Sets. As discussed further in Section 4.3, we

use Lyapunov potential functions from control theory to de�ne sets to render forward

invariant. A potential functionV : H ! R� 0 is a Lyapunov function for the ODE if

for all reachable states� we have:

_V �
d
dt

V(� (t)) �
@V
@�

>

f � (� ; x ) � 0: (4.2)

Intuitively, Equation(4.2)means that the dynamics of the ODE within the statesH

are always �owing in the direction that reducesV, i.e., Equation(4.2)establishes a

contraction condition on ODE. Note that for the system to be strictly contracting,

the RHS of Equation (4.2) needs to be strictly negative.

SinceV is always decreasing in time, we can use it to de�ne a forward invariant set

(De�nition 4.2.1): V(� ) � c for some constantc, which is known as a Lyapunov

sublevel set. Once a state enters a Lyapunov sublevel set it remains there for all

time. The potential function depicted in Figure 4.1 can be viewed as a Lyapunov

function, and the yellow line the boundary of the corresponding sublevel set. At

training time, one would specify a desired forward invariance condition using a

potential functionV and thresholdc, and optimize the NODE to satisfy the forward

invariance condition.
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Figure 4.2: Overview of our FI-ODE framework. We �rst pick a Lyapunov
function based on the shape of the forward invariant set: the boundaries of the
Lyapunov sublevel sets are parallel to the boundary of the forward invariant set.
Then we show that robust forward invariance implies robust control and classi�cation.
We train the dynamics to satisfy robust FI conditions via robust Lyapunov training.
To certify the forward invariance property, we sample points on the boundary of the
forward invariant set and verify conditions hold everywhere on the boundary.

4.3 FI-ODE: Robust Forward Invariance for Neural ODEs

We now present our FI-ODE framework to enforce forward invariance on NODEs

(Figure 5.1). We de�ne forward invariance using Lyapunov sublevel sets (Sec-

tion 4.3), and show that robust forward invariance implies robust control and classi�-

cation (Section 4.3) To enforce forward invariance, we �rst train to encourage the

Lyapunov conditions to hold on the boundary of the target Lyapunov sublevel set

(e.g., yellow line in Figure 4.1), and then verify. We develop a robust Lyapunov train-

ing algorithm (Section 4.3) that extends the LyaNet framework (Jimenez Rodriguez

et al., 2022a) to enable ef�ciently training NODEs that provably satisfy forward

invariance. Finally, we develop certi�cation tools to verify the Lyapunov conditions

everywhere in the region of interest (Section 4.3).

Forward Invariance via Lyapunov Sublevel Sets

We �rst de�ne the set that we would like to render forward invariant, and then choose

a Lyapunov function whose level sets are parallel to the boundary of the set.3 For our

main application in control, we de�ne the forward invariant set to be a region around

an equilibrium point (i.e., straying far from the equilibrium point can be unsafe), and

use the standard quadratic Lyapunov function:

V(� ) = � > P� ; (4.3)
3Usually, Lyapunov stability uses a potential function to prove the stability of a given dynamical

system. In our setting, the potential function is pre-de�ned to be positive de�nite, and we �nd a
dynamical system (e.g., by training a Neural ODE) that is stable with respect to this potential function
(i.e., making this potential function a Lyapunov function). This is possible because the NODEs are
typically overparameterized.
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